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Digital badge governance for regulated
issuers

When your organisation also awards regulated qualifications, credit or professional status,
every badge carries your reputation with it. This guide sets out the rules, roles and records that
keep badges credible and keep regulators comfortable.

By Rob Tyler, Co-founder, Certify Updated 26 September 2026 8 minread

Online version: https://www.certify.one/guides/badge-governance-for-regulated-issuers

THE SHORT ANSWER

Keep aclearline between badges and regulated awards, and say plainly which
iswhich. Run the programme through a named owner, an approval process
and a badge register. Version badges when criteria change, publish a
corrections and revocation policy, and treat recipients' data under UK GDPR
with the same care as any otherlearnerrecord.

L

Why do regulated issuers need a different approach to badges?

Because learners, employers and regulators will read your badges in the light of the regulated awards
you also make. Abadge from an awarding body, university or professional body can easily be mistaken

for a qualification, credit or professional status it doesn't represent, and that confusion damages trust
in both.

The risks are specific:

Abadge that implies a qualificationlevel, credit value orregulated status it doesn't carry.

Criteria that drift away from whatis actually assessed, so the badge no longer matches the course.

Badges edited afterissue, leaving holders with arecord that no longerrefiects what they achieved.

Personal data published on verification pages without a clear basis or the learner's understanding.

None of theseis areasonnot toissue badges. Many regulated issuers use them well, to recognise short
courses, units, CPD and professional development alongside their formal awards. They just need the
same discipline the organisation already applies to everything else it certifies.
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How should badges relate to regulated qualifications?

Be explicit. If abadge represents aregulated qualification orunit, name it exactly asitis regulated. If it
doesn't, avoid any wording that suggestsit does. The badge's description should let an outsider tell
the difference in onereading.

In England, qualifications are regulated by Ofqual (https://www.gov.uk/government/organisations/ofqual) and

sit on the Regulated Qualifications Framework. Wales, Northern Ireland and Scotland have their own
arrangements. Forbadges that are not regulated qualifications:

e Don'tuse"Level 2", "Level 3" orsimilar onits own, because readers willassume a framework level. If
you need to show progression, use your own named levels, such as foundation, practitioner and
advanced.

e Don'tdescribe the badge as a qualification, diploma or certificate of competence unlessitis one.

e Dosaywhatitis:arecord of completing an assessed short course, a unit,a CPD activity ora
professional development programme.

¢ Dolinkto therelevant course or programme page, where the status of the learning is describedin

full.

Where abadge doesrepresent aregulated award, keep its title, level and awarding organisation
identical to the official record, and make sure your certification processes, not the badge platform,
remain the source of truth.

How should universities handle micro-credentials and credit?

Say whether the badge carries academic credit, how much, and at what level, and make sure that
statement matches your academic regulations. If abadge does not carry credit, say so. Learners and
employersincreasingly ask this question, and a clear answer builds trust.

Inthe UK, the Quality Assurance Agency's characteristics statement on micro-credentials is a useful
reference forhow short, credit-bearinglearning is described. Practical steps:

e Agree withyourregistry or quality team which badges are credit-bearing and how that is recorded.
¢ |nclude credit value and levelin the badge description only where your regulations supportit.
* Where badges stackinto alargeraward, describe the stacking rules on a public page andlink to it.

* Keepthe badgeinstep withthe studentrecord, so acorrectioninoneisreflectedinthe other.

How should professional bodies use badges for CPD?

Use badgestorecord CPD that has a clear activity, a clear time commitment and, where relevant, an
assessment, and set expiry dates where membership or professional status depends on keeping up to
date. Members can then show both what they have done and that it is current.

Good practice for CPD badges:
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e Statethe numberof CPD hours or pointsin the badge description, in the same units your CPD
scheme uses.

¢ Distinguish between attendance-based CPD and assessed CPD, because members and
employers value them differently.

e Forstatus badges, such as chartered or accredited membership, set an expiry date tied to renewal,
and make sure the badge page shows clearly when status has lapsed.

e Give members a simple way to see all their CPD badges together, so the badges support their CPD
record ratherthan duplicatingit.

What does good badge governance look like?

Itlooks like the governance you already have for other awards, scaled to badges: anamed owner, a
defined approval route, aregister of every badge, and written policies for change, correction and

revocation. The aimis that anyone can find out who approved a badge, what it requires, and what
happens when something goes wrong.

Element What it should cover

Programme Accountable for the badge programme andits fit with the organisation's awards
owner

Approval route Who reviews and approves new badges, and against which criteria
Badgeregister Every badge, its criteria, level, credit or CPD value, owner, version and review date
Versioning rule When a change to criteria creates a new version rather than an edit

Corrections policy  How errorsinnames or details are corrected, and what the record shows afterwards

Revocation policy When a badge is withdrawn, such as for malpractice orissue in error, and how the holderis

told
Review cycle How often each badgeisreviewed, and how badges are retired
Data protection Lawful basis, what is public, retention and how requests are handled

When should you version, correct or revoke a badge?

Version a badge wheniits criteria orassessment change significantly. Correctit when a detail is wrong,
such as amisspelt name. Revoke it only when it should never have beenissued or the holderis nolonger
entitled toit. Each needs awritten policy, because each changes what someone checking the badge
will see.

¢ Versioning. Existing holders keep the version they earned, with the criteria that applied at the time.
New learners receive the new version. Never edit the criteria of a badge people already hold,
because that changes the record of what they achieved.
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® Corrections. Forsimple errors, correct the credential and keep aninternal record of the change. If a
correction means reissuing, make sure the original shows as replacedrather than simply
disappearing.

* Revocation. Define the grounds, such asissue in error or malpractice, who can decide, and how the
holderis told and can appeal. The verification page should show that the badge has been revoked,
so anyone checking gets an accurate answer.

How does UK GDPR apply to digital badges?

Adigital badge contains personal data, at least the recipient's name and what they achieved, and often
anemail address and dates. As the issuer, you are usually the controller, so you need a lawful basis for
issuing, a clearview of what is public, and a way to handle requests fromrecipients.

Points to settle with your data protection officer:

¢ Lawful basis. Many issuersrely on contract, where the badge is part of the service the learner
signed up for, orlegitimate interests. Consentis not always the right basis, anditis hard to manage
if recipients later withdraw it. The ICO's guidance on lawful bases (https://ico.org.uk/for-

organisations/uk-gdpr-guidance-and-resources/lawful-basis/) explains the options.

¢ Transparency. Telllearners before issue that they will receive abadge, what it contains and what will
be publicly visible onits verification page. Your privacy notice should coverit.

e Publicinformation. Keep verification pages to what is needed to verify the achievement. Avoid
publishing email addresses, dates of birth or assessment scores unless thereis a clearreason.

e Requests. Plan foraccess and erasure requests. Erasure is not always absolute, forexample where
you need to keep arecord of an award, but the public verification page may stillneed to be taken
down. Decide your approach before the first request arrives.

e Retention. Decide howlongbadge records are kept, and make sure your platform contract
supportsit.

e Assessment. Forlarge orhigh-profile programmes, a data protectionimpact assessmentis a
sensible step even where it is not strictly required.

How do verifiable badges help against credential fraud?

Averifiable badge links to a page, hosted by or for the issuer, that confirms who earned it, what it
represents and whetheritis still valid. That makes a forged PDF or an edited image much easier to spot,
because anyone can check the original in seconds.

To get the benefit, make verification easy for the people who need it. Publish a short page explaining
how employers and other organisations can check your badges and certificates, and train your own
staff who handle verificationrequests to point people toit. The fewer manual verification requests you
receive, the better the systemis working.
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GOVERNANCE CHECKLIST

O Name a programme owner and an approval route for new badges.

D Keep aregister of every badge, withiits criteria, level, value, owner, version and review date.
Make sure no badge implies a qualification, level or creditit doesn't carry.

Write policies for versioning, corrections and revocation.

Agree the lawful basis, public fields and retention with your data protection officer.

Publish a short verification page foremployers.

00400

Review every badge at least once ayear.

CERTIFY ACADEMY

Learn it in Certify Academy

The free Digital Badge Practitioner pathway covers governance in Module 2, "Designing a badge
programme”, and privacy and data protection under UK GDPR in Module 3. It is a quick way to
bring colleagues in quality, registry ormembership teams up to speed.

Take the free course — (https://academy.certify.one/en/pathways/digital-badge-practitioner)

Frequently asked questions

Can a digital badge be a regulated qualification?

A digital badge canrepresent aregulated qualification or unit, as a verifiable record of an award made
through your normal certification process. The badge itself doesn't make the learning regulated. Name
the qualification exactly asitisregulated, and keep your certification records as the source of truth.

Should CPD badges expire?

Badges thatrecord asingle CPD activity usually shouldn't, because the activity happened. Badges
that show current status, such as accredited or chartered membership that depends on annual CPD,
should expire in line with renewal, so anyone checking can see whether the statusis current.

What happens to a badge if a learner asks for their data to be deleted?

It depends onyourlawful basis and on your obligations to keep records of awards. You may need to
keep aninternal record while taking down the public verification page. Agree the approach with your
data protection officer before launch, and explainitin your privacy notice.
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Who should own a badge programme in a university or awarding body?

Usually someone with authority over awards or quality, supported by the teams who run the courses
and the platform. The owner should have the power to approve, change andretire badges, so the
programme stays consistent with the organisation's other awards.
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